HOW We COMMIT
[0 PRIVACY &
DATA PROTECTION
cVERY DHY




PUBLIC



PUBLIC

Legal & Compliance
Roguef’ce’s |<e¥ compliance cha"enges

Under the leadership of the General Management, the compliance scope and its
management within Roquette is a key part of the Group fLegal & C o mp | Departmento
and known as the Compliance Office.

The Compliance Office owns the Roquette Code of Conduct, its update and implementation.

It also covers the following three main areas:

1 Financial security,
1 Professional ethics and
1 Privacy and Data Protection.

Therefore, a Compliance Program has been developed and is evolving to ensure that our
business is legally and financially irreproachable.

Whajc IS Jche I"OIC 0]( comphance?

The role of compliance is to instill ethical values and implement measures in accordance
with legal requirements, standards and good practices.

Our Program facilitates the implementation of procedures ensuring compliance with the
rules applicable to Roquette.

Our four values 1 authenticity, excellence, forward-looking, well-being i constitute the
solid basis upon which we act every day.

OUF DaJLa PrOJEQCJUOn S{ra{egy IS PGOP|€

and Business CGHJEHC

The principles of Privacy & Data Protection
are part of the standards set out in our Code
of Conduct.

Ethics is increasingly talked about in terms
of a key Group value i and data ethics is a
key part of that.



https://www.roquette.com/-/media/corporate/codes-and-policies/code-of-conduct/roquette-code-of-conduct.pdf
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Edito

The principles of Privacy and Data Protection are part of the standards set out in our Code
of Conduct.

All employees, as well as third parties that Roquette has a relationship with, have a right to
privacy. For this reason, Roquette is committed to protecting their personal data.

Personal data is information that allows directly or indirectly identifying a physical person
(name, date of birth, social security number, photo, email address, computer IDs, etc.).

The protection of The protection of personal data guarantees each individual
. the right to control the collection, processing, use and
personal data is a

_ distribution of this data.
fundamental right
that ensures Personal data must be used in a fair manner for a specific,

: explicit and legitimate purpose and must be kept only for the
Privacy  period needed to carry out processing.

In Europe, the processing of personal data has been defined by the General Data
Protection Regulation (GDPR), which came into force the 25" May 2018.

Because legislation concerning privacy and personal data varies from country to country,
and because Roquette is present internationally, the Group has adopted a Group Policy
concerning personal data protection. This Policy applies to all Group employees worldwide.

This Guide explains Good Conduct to adopt in our daily activities to be compliant with
Personal Data Protection PrinciplesandourPo |l i cy6s requirements.

Jennifer GODIN, Data Protection Officer

@ @ @ Déléguée a la protection
des données
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Purpose
What is the Privacy & Data Protection Policy?

The Roquette Group has established a Privacy & Data Protection Policy ( t he f BRo |l

order to best address the issues of Privacy and Data Protection in line with its image, its
interests and the applicable legislations and regulations regarding data protection.

This Policy defines the principles and requirements for the protection of personal information
and indicates rules to be respected by all employees, managers, directors and third parties
acting for Roquette in terms of Privacy and Data Protection.

The principles and rules of this Personal Data Protection Policy are detailed in a
documentary platform with three levels:

1 Management commitment: Code of Conduct

1 Internal rules: Personal Data Protection Manual and Directives.

1 Data Protection Management System (DPMS) Documentation: Procedures,
Guidelines, Methodologies, Learning, etc.

All documentation complies with the legal and regulatory requirements for data protection.

Whajc is Jche Privac;g 8( Da{a Profec{ion Guide O]C GOOd COﬂdUC{',?

The Privacy & DataPr ot ect i on @dded jay hefptudhte imgieBrent and comply
with our privacy & data protection policy.

It presents - in a simplified manner - rules and best practices that comply with our Group
directives and the requirements of the laws and regulations applicable to us in terms of data
protection.

It is divided into themes inspired by the Code of Conduct, of which "Privacy & Data
Protection" is one of the compliance topics.

cy
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Description

TO whom dOCS H\e Pr ivacy 8( Dajca PFO{.CC{']OH Guide 0{: GOOd Conducjc app|¥7

The Policy and the Guide are common ground for all entities worldwide. They apply to:

T Al'l employees, directors and managers

1 Any third parties acting for Roquette, as:

o Contractors, including consultants, freelancers and temporary staff

Trainees

Seconded staff from a non-Roquette entity
Casual workers

Other representatives

O O O O O

And any third party employed or paid by Roquette.

Wher € cdn we find H\e Privacy & Da{a PFO{.CC{]OH Guide Of GOOd COHdUC{,?

All Employees and third parties acting for Roquette must understand and respect the Privacy
& Data Protection principles contained in our Documentation and especially in the present

Guide.

The Guide is close at hand on:

https://www.roquette.com/data-protection.

This Guide is broadcasted as part of a
dedicated communication, accompanied by
toolkit with e-learning courses on Privacy &
Data Protection Principles (defined by
international standards and specifics
requirements of the GDPR).

-t BEE-

HwWeeme (@
L

10 PRIVACY &
DATA PROTECTION
EVERY DAY

Privacy ppp

condugr  J-'d€ of good

Ho i
k tw Wwe commit to Privacy ang
ata protection every day

Download guige

(At h


https://www.roquette.com/data-protection
https://www.roquette.com/-/media/corporate/codes-and-policies/legal/roquette-data-protection-guide-good-conduct-english.pdf
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Responsibilities

WhO isr esponsible fOf‘ Jche im1Q|emenJcafion Of Jche operajciona| Principles?

Data privacy is relevant to i and the responsibility of i everyone in our organization.

We all have a responsibility to respect the operational Principles described in the DPMS
Documentation provided by the Compliance Office Team and the Data Protection Network.
This Guide supports this implementation and increases our level of compliance.

HOW can we ma|<e sure Jchajc we Jcake H’\%h{l decision?

The Guide is designed to help us deal with most of the situations in our working life that
might pose privacy questions. However, it cannot foresee every situation we may face in the
exercise of our professional activities.

If we have any doubt, at any time, about what attitude to adopt, we must use good judgement
and ask ourselves the following questions:

Does this comply with the law?

Does this reflect well on me and on the company?
Would I tell a friend, family or colleague about this?
Would | feel comfortable if this were made public?

== =4 =4 =

I f the answer to any of these qgliwveareinangdoubt, s 6 N
we should speak to the Group Data Protection Officer or other relevant contact (see contact
information in the section 6Raising questions

What happens if we do not comply with the Privacy & Data Protection Principles?

Failure to respect the Principles can have an adverse effect on the company. The
consequences can be very serious, both for the company and for the involved individuals
(disciplinary sanctions, fine, imprisonment, damaged reputation, etc.).

All reports of actual or suspected Principles violations will be taken seriously. We will
investigate promptly, fairly and in accordance with legal requirements.

Depending on the nature of the Data Breach, disciplinary measures may be imposed,
pursuant to local laws and company regulations.

All employees are required to cooperate fully with any investigation. Roquette will protect
the confidentiality of anyone involved.
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Raising questions
Or concerns

Employees, third parties acting for Roquette, and other stakeholders are encouraged to
raise questions or concerns that will help Roquette prevent and reduce any harm to the
company.

Whajc |<ind O]C issues can I)e r aised?

Any questions, and any potential or actual violation of the Privacy & Data Protection
Principles, company regulations or applicable laws, can be raised.

Whom should we contact?

In case of Data Breach please contact the Data Protection Officer at dpo@Roquette.com
and/or report an incident by our Privacy Alert webform.

If you need to report a potential compliance violation you can get in touch with your
usual point of contact or report a problem throught the Speakup®© device. All alerts received
through this device are dealt with confidentially, respecting relevant laws and regulations.

Speak

Roquette will not tolerate any form of reprisal or retaliation against an employee or a third
party who reports, in good faith, a potential or actual compliance violation of the Privacy &
Data Protection Principles or applicable laws.

Therefore, if the issuer of a professional alert must identify himself/herself, his/her identity
must be processed confidentially by the organization, in order to avoid the risk of reprisals,
discrimination or disciplinary measures being taken against him/her for having denounced
the facts.


mailto:dpo@roquette.com
https://privacyportal-de.onetrust.com/incident-portal/webforms/27e0570b-5031-47d2-b4e4-7be7ad744abd/40383ea5-31e9-4ff7-a353-ec1887d7a844
https://roquette.speakup.report/en-GB/RoquetteSpeakUpline/home
https://www.speakupfeedback.eu/web/roquette/select_country
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Compliance with laws and regulations

Every one of us, in each entity of the Group, is expected to comply with the laws and
regulations in force regarding Data Protection.

In cases where local regulations are stricter than our Policy and Guide, the former will
prevail.

Otherwise (absence of local legislation or less restrictive legislation), our internal good
practices will prevail to the extent permitted by law.

We consider Jchajc:

1 We must implement as quickly as possible all new local and applicable regulations.

1 Each of us must be aware that any breach of laws and regulations may be liable to
civil and/or criminal sanctions, both for the individual involved and for the company.

1 The protection of natural persons in relation to the processing of personal data is a
fundamental right.

1 The principles of, and rules on the protection of natural persons with regard to the
processing of their personal data should, whatever their nationality or residence,
respect their fundamental rights and freedoms, in particular their right to the
protection of personal data.

1 The right to the protection of personal data is not an absolute right; it must be
considered in relation to its function in society and be balanced against other
fundamental rights, in accordance with the principle of proportionality.

W/)IC/) COUI')'éf‘y has ac/opfec/ a SPGCI{}C dafa P/‘OfeC(l.iOH
/e_qis/af/‘on or has a Dafa /Drofecfion ﬁUflL)OFlfy?

To get an overview, consult this map:
https://www.cnil.fr/en/data-protection-aroundthe-

L ‘
world. o

10


https://www.cnil.fr/en/data-protection-around-the-world
https://www.cnil.fr/en/data-protection-around-the-world
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OUI‘ responsil)ilijcies:

1

1

T

Under all circumstances, we must comply with all applicable laws and regulations
regarding Data Protection in the countries of the Data Subjects and all rules in force
at each of the companyds | ocations.

As part of our professional activities, we should report any behavior which we
consider to be against applicable laws and regulations regarding Data Protection
(e.g.: GDPR) to our Data Protection Officer at dpo@Roguette.com and the
confidential Roquette alert device: Speakup®.

We must put in place personal data protection measures that are appropriate and
proportionate to the context while facilitating compliance with other laws and
regulations. Conversely, our actions to comply with the laws and regulations
applicable to the Group must comply with the rules and good practices for the
protection of personal data (example: in the Anti-Bribery and Corruption compliance
program, we must ensure the protection of the whistleblower through measures of
confidentiality and protection of his personal data).

(RE YOU SUBJECT TO THE GENERAL DATA PROTECTION REGULATION (GDPR)?

You come within the scope of the GDPR as a processor @ or a controller @:

1 if you are established in the EU or;
1 when you are not established in the EU, if: your "processing activities are related to

(0]

the offering of goods or services to data subjects in the EU;

o or the monitoring of their behaviour as far as their behaviour takes place within the EU" .

Official text: Article 3 of the GDPR on the Territorial Scope

(1) & (2): See definitions on page 38.

i


mailto:dpo@roquette.com
https://roquette.speakup.report/en-GB/RoquetteSpeakUpline/home
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Principles of
Data Protection

Per sonaI dafa musf I)e:

il

secure.

accurate and up to date. 00—

DATA PROTECTION
DOCUMENTATION

processed fairly and lawfully.
processed for limited purposes.

adequate, relevant and not excessive.

kept for a limited and determined period of time.

processed in accordance with the data subject's rights.

= =4 =4 A 4 -4 -4

protected by appropriate legal measures if transferred to other countries.

YOUI‘ Rigl’\ts:

In accordance with the applicable legislation and regulations, you have the right to access,
rectify and oppose the processing of your data for legitimate reasons, as well as the right to
erasure for legitimate reasons, the right to data portability, and the right to limit the
processing of your data.

To exercise these rights, please fill in the form available at: Roguette.com/Data
Protection/Privacy Rights.

For any reques{s, Please contact the Data Protection Officer (dpo@Roquette.com).

12


https://www.roquette.com/data-protection/privacy-rights
https://www.roquette.com/data-protection/privacy-rights
mailto:dpo@Roquette.com
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OUI‘ FCSPOHSibili{ZieS:

We must:

1 Follow local legislation and the Group Policy rules concerning Personal Data
Protection.

1 Notify the Data Protection Officer of any new processing or changes.

1 Not collect, use, disclose or store data of a personal nature unless it is for specific,
legitimate and necessary purposes.

1 Ensure that individuals have been informed that their data are being collected.

1 Protect these data during collection, processing, use, communication, storage or
transfer.

1 Ensure the safety and confidentiality of processed data.

1 Keep data only for the time needed for processing and follow the applicable laws.

i1 Contact the Data Protection Officer in the event of a security incident involving

personal data.

We Jcrain our emp|o¥ees and improve our inferna| rocesses.

Data Protection Learning Catalog

Learn Think Act

13
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What is a privacy risk?

A risk is a hypothetical scenario that describes a feared
event and all the threats that would allow this to occur.
More specifically, it describes:

1
)l

== =2 =4 =

how risk sources (e.g: an employee bribed by a competitor) €
could exploit the vulnerabilities of supporting assets (eg: the fle management system
that allows the manipulation of data)

in a context of threats (e.g.: misuse by sending emai|s)

and allow feared events to occur (e.g.: legitimate access to personal data)

on personal data (e.g.: customer fle)

thus generating impacts on the privacy of data subjects (e.g.: unwanted solicitations,
feelings of invasion of privacy, personal or professional prob|ems).

Hfect of uncertainty on privacy

Severity represents the magnitude of a risk. It is primarily estimated in terms of the extent
of potential impacts (physical, material, moral) on data subjects, taking account of existing,
planned or additional controls.

Example:

The most important risk presented by the professional alert system for the whistleblower:
the risk of reprisals, discrimination or disciplinary measures being taken against him/her for
having denounced the facts.

1y
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We consider Jchajc:

|l ndi vidual sé6 rights apply in full irrespectiv

However, we will be required to modulate our data protection compliance according to the
level of risk that our personal data processing operations pose to the fundamental rights and
freedoms of individuals.

The GDPR gives further impetus to this practice. Consequently, processing operations
which raise lower risks to the fundamental rights and freedoms of individuals may generally
resul t in fewer compliancek@bprirgaeesennag
additional compliance obligations, such as Data Protection Impact Assessments (DPIA) @

OUI‘ responsil)ilijcies:

Risk assessment is fundamental. Under the GDPR, consideration of risk underlies
organizational accountability and all data processing.

We have to conduct risk assessments as part of DPIAs for high-risk processing, as well as
in connection with many other GDPR requirements, including Data Security, Security and
Data Breach notifications, Privacy by Design, legitimate interest, purpose limitation and fair
processing.

(1): See definition on page 58.

is for
EVERYONE

15
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Risks in the event of
non-compliance

Legal and natural persons that do not comply with the law and regulation on data protection

(e.g. GDPR) risk sanctions and costs, in the form of:

Criminal sanctions:

1
)l

Civil sanctions:

T

Administrative sanctions:

=4 =4 =4 -4 -8 8 -8 -9 -9

=

Imprisonment.
Fine for legal entities.

Civil damages.

Formal notice.
Warning.
Injunction.
Temporary or definitive limitation of processing.

Withdrawal of a certification or injunction to withdraw a certification.
Suspension of data transfers.

Injunction to cease the processing or withdrawal of the authorization.
Publicity of the sanctions imposed.

Sanctions without prior formal notice (urgency criterion).

Depending on the violation, an administrative fine.

Significant costs:

T

Loss of revenue resulting from damage to their reputation.

16
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What is the maximum administrative fine under the GDPR?

Fines are discretionary rather than mandatory. They must be imposed on a case-by-case
basis and should be feffective, proportionate

The fines are based on the specific articles of the Regulation that the organization has
breached.

Dajca confro“ers and PI"OCGSSOI‘S lface adminisfra{ive ﬁnes Olc

‘ UP {0 €20 m|||\on or LI% OF annua| g|oba| {urnover {:OF |n|:r|ngemen{s OE

N

+ Data processing principles (art.5 - loyalty, legality,

‘ UP {0 €10 ITIi"IOﬂ or 23’0 of annua| 910'}3' {UI"{’]OVEI" FOF |nFrrngemenJLs of:

+ Conditions for children’s consent (art. 8);

* Processing that doesn’t require identification (art. 11);
¢ General obligations of processors and controllers

(art. 25-39); “— Lack of personal data processing register,
lack of security / no reporting of data violations,
non-compliance with the rules on subcontracting,

lack of protection "by design" and "by default”, ...

transparency, finality, minimization of data, sensitive
data);

Lawful bases for processing (art.6);

Conditions for consent (art.7);

Processing of special categories of data (art.9);
Data subjects’ rights (art.12-22);

=2 Violation of individuals rights provisions

* Certification (art.48);

Data transfers to third countries (art.44-49).
e Certification bodies (art.43). * Data transfers to third countries (a )

e Nllegal transfer of personal data

It represents

€140000000

{ur ROQUETTE
"

H’. represen{s
€70000000

{0!‘ ROQUETTE

(*)

*hased on Roquette 2018 turnover

Whajc can |)e Jche cr imina| sancjcions?

Few examples of French laws:

1 The act of collecting personal data by fraudulent, unfair or unlawful means shall be
punishable by five years' imprisonment and a fine of 300,000 (Penal code Art. 226-
18).

1 In order to guarantee a real right and protection of the whistleblower, the
anticorruption law (Sapin 1) severely punishes any obstacle to an alert.
Confidentiality surrounding the alert is an essential element of regulation. Thus, the
disclosure of confidential elements of the alert (identity of the whistleblower, of the
defendant, information provided in support of the alert), except with regard to the

judici al authority, I's punishable by two vy

17
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Our standards In

RELATIONSHIPS
WITH

DATA SUBJECTS




Culture of Privacy

Data protection is a set of laws, regulations and best practice directing the collection and
use of personal data about individuals.

Personal data means any information relating to an identified or identifiable natural
person.

Data privacy refers to the handling of
personal data.

WI’\O Is concerned?

Data privacy is relevant to i and the
responsibility of i everyone in our
organization.

Why is it important?

Mishandled data can have serious
repercussions for organizations, their
employees and their customers.

Privacy breaches can lead to limitless financial penalties, bad press, damaged reputation,
loss of trust from customers, loss of business and for employees, claim and perhaps plaint
in case of privacy breaches on their own personal data, the prospect of disciplinary action
in other cases. It is in all of our interest to handle data appropriately.

We consider that.

1 All employees of Roquette must be made aware of their roles and responsibilities
regarding the protection of personal data. The raising of awareness aims to reinforce the
culture of respect for the privacy and protection of personal data within Roquette.

[DIDPGROOIEN — Rule 1]

i Training of employees on the implementation of the personal data protection policy must

be delivered.
[DIDPGROOIEN - Rule 2]

20



THINK PRIVACY
It is our responsibility!

We need customer and employee personal data to run our business successfully.
We are trusted to look after this essential information.
Each and every employee has a responsibility to comply with the appropriate Data

Protection laws.

IJL IS our repujcajcionl

Reputations are hard won and easily lost.

Handling our customer and employee data with care and respect is critical to protect our
reputation.

YOU are our best defense against reputational damage.

H’. IS al)oujc respch

The choices our customers and employees make about how their personal data is used
must be respected if we are to maintain the trust they place in us.

IJ(, IS in YOUF handsl

We are all responsible for ensuring that customer and employee personal data is kept
secure and confidential.

Extra care must be taken with any information that needs to be sent or taken off-site.
We train our emp|o¥ees and improve our internal processes.

Code of conduct i Privacy and Data Protection - p. 427 43.

For new comers: Several information and e-Learning on Data Protection are delivered
during the Global Onboarding.

For employees: Learning are uploaded on Learning platform.

For Data Protection Coordinators: Documentation is shared on our Community i D a
Protection Network?o

i For all: More information are available on internal portal > Data Protection.

= =

= =
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Personal Data
Processing

Personal Data Processing means any operation or set of operations which is performed
on personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organization, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.

;-——'\
A Data Protection (and GDPR) requirement you will ,,. \\
need to be aware of is that you need to have a / ( \\

nl awf ul basiso for col |

Depending on the local legislation, there may be
different legal bases.

Whajc IS my KIanU| basis" fOf‘ Processing
personal data?

You need to be able to clearly answer the question:

”HOW dld >/0U gef my [,D/ece 07[ dafa] and W/7>/ are >/0U a//owed ?fO have I'{?”

More specifically, it means that you need to comply with at least one of the six lawful
basis for processing data. Under GDPR, you cannot process any data unless:

salee 1. Consent
fﬂl, ). Contract
@ b K 3. Legal obligation
»L 1 Vital nterests
5. Publc task

QB% N() 0. Legi{imafe interest

L/



[awfu/ness, fair ness and f/‘ anspar €I76>/

Qur responsibilijcies:

We have to apply rules to ensure the lawful processing of personal data.

RUI es Reference | Reference
OneDoc GDPR
T Act with lawfulness, fairness and transparency when DIDPEROOEN | 14 51 )
collecting data Rule 1 T
1 Demonstrate that the consent of the persons concerned is | DIDPGROIOZN |,
respected (when required) Rule 2 '
1 Respect the purposes determined during the collection of | DIDPGROOZEN 0451 b)
the data Rule 3 o
1 Limit information collected on paper or digital forms to DIDPEROOAEN | 4 & 4 J
what is strictly necessary Rule 4 U
. . . . DIDPGROOZEN
1 Limit data retention to what is strictly necessary Rl 5 Art. 51 )
Take measures to transfer personal data to third countries | DIDPGRIOZEN | o\ o
or international organizations Rule 6 '

We Jcrain our emp|o¥ees and improve our inferna| rocesses.

Offering the best of nature~

DR
THINK 7;@. @D EIE - oo rorcin ROQUETTE

« HOW SHOULD T IDENTIFY
‘THE LAWFUL BASIY
FOR PROCESSING
PERSONAL DATA? »

:



DataSubj] ects ORI

Data subject means a natural person who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

Whajc IS a 'dajca SUI)JGC{',,?

This is the technical term for the individual whom patrticular
personal data is about.

Whajc IS a SUIDJGC{', access requesjc?

One of the main rights which the Data Protection laws in force®
give to individuals is the right of access to their personal
information.

An individual can send you a Osubject ac
the personal information you hold about him/her, and to provide him/her with a copy of
that information. In most cases you must respond to a valid subject access request within

30  calendar days of receiving it.
(*): This period may vary depending on the applicable law or the nature of the data processing operation.

What are the other Data Subjects ‘rights?

\
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Qur responsibilijcies:

We have to apply rules to ensure the rights of data subjects.

RUIeS Relcerence Relcerence
OneDoc | GDPR
DIDPGROOGEN
1 Make sure the legal notices comply with the obligations Rle 1 frt. 12
DIDPGROCGEN
1 Permit data subjects to exercise their access rights Rl 2 Art. 15
DIDPGROCGEN
Permit data subjects to exercise their right to rectification | p 3 frt. 16
1 Permit data subjects to exercise their right to data DIDPEROCGEN | 1 1 99
portability Rule 4 '
1 Permit data subjects to exercise their right to erasure DIDPGROGGEN | 1 47
(6right to be forgottend) Rule 5 '
1 Permit data subjects to exercise their right to restriction of | DIDPGROGGEN | -,
processing Rule 6 '
T Notify rectification or erasure of personal data or DIDPGROGGEN | 4 4q
restriction of processing Rule 7 '
1 Control automated individual decision-making, including | DIDPGROGGEN |,
profiling Rule 8 '

We Jcrain our emp|o¥ees and improve our inferna| rocesses.

. ‘
* ¥
Your weg-series
PR <HOW SHOULD
GD 100 TOMNSWER

T0 A DATA SUBTECT REQUEST? »

Your privacy rights

d::’ ’ Lets start How to exercise your rights on

your personal data.

Data subject request

:


https://privacyportal-de.onetrust.com/webform/27e0570b-5031-47d2-b4e4-7be7ad744abd/c3e6feed-930b-46d8-928a-0c3f56568544

Privacy Notice

TI’\C righjc {ZO I)e informed if Persona| da’ca IS being USCd

We must inform you as employees, and all third parties that
Roquette has a relationship with, if we are using your/their
personal data.

We should provide detailed information on the following:

T Why Roquette is using your/their data.

1 What type/types of data Roquette is using.
1 How long your/their data will be kept.

1 Your/their information rights.

1 Where the data is from.

1 Information if Roquette is going to transfer your/their data to third parties, including
your/their names and the reasons for the transfer.

1 Information if it is going to transfer the data in other jurisdiction, including the country
involved and what will be done with the data.

1 If Roquette is using the data in profiling (a type of automated processing where their
personal data is used to analyze or predict things such as your performance at work,
economic situation, health).

T How to contact the DPO.

1 If concerned, your/their right to complain to the Supervisory Authority.

This is called Privacy Information or Privacy Notice.

We should give you/them privacy information at the time Roquette collects your/their data.
If Roquette obtains your/their data from another source, it should provide privacy
information. It may do so in the form of a privacy notice.

This is called the right to be informed.

2%
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Ules

‘ Reference RG‘FGFBHCG

OreDoc | GOPR

1 Make sure the legal notices comply with the obligations ‘ Rle 1

Example:

T Privacy information on Roquette Website available on:
https://www.roquette.com/data-protection/privacy-notices.

DIDPGROCGEN 0t 1)

When can RO(]UC{',J(,C noJc inform YOU/ Jchem Of i{',S acfivijties?

Generally, we mustgivey ou/ t hem privacy informat.
have to. These include where:

1 youl/they already have the privacy information and nothing has changed,

T giving you the pri
efforto , or

vacy

i nformati on

on

S

1 giving you the privacy information would make it impossible to use your data or

seriously damage the reasons for its use.

Note: Where provisional measures are necessary to avoid the concealment or destruction
of evidence, such information may be issued after the adoption of the provisional measures.

W

e Jcrain our em |0 ees and improve our inJLerna| rocesses.

mc.j | O I Privacy & Data Protecton

« HOW CON T IDENTIFY | PERSONAL
DATA PROCESSING? »

— >
= =B

Privacy notices

How we process your personal
data when you visit our website
and contact us.

Iid

but
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https://www.roquette.com/data-protection/privacy-notices
https://www.roquette.com/privacy-notice-website

Data Minimization

What is the data minimization principle?
GDPR - Article 5(1)(c) says:

“1. Personal data shall be:
(C) adequa{e, re|evath and |imthed £O whaf is necessary in re|aJcion J(0 J(I'le PUrPOSGS ](:Of‘ Wl’]iCI’] Jthey

are processed (dafa minimizafion)”

Paper or digital forms designed by the
Global functions to collect personal data
should contain only information fields
strictly necessary for the purpose of the
processing in order to avoid collecting data
that are not justified by the processing.

OUI‘ responsil)ilijcies:

We must ensure the personal data you are processing is:

1 adequate i sufficient to properly fulfil your stated purpose;
T relevanti has a rational link to that purpose; and
T limited to what is necessary i you do not hold more than you need for that purpose.

Reference | Reference
Rules
OneDoc GDPR
1 Limit information collected on paper or digital forms to DIDPGROOZEN | 14 5 4 )
what is strictly necessary. Rule 4 U

JL



Checklist.

X We only collect personal data we actually need for our specified purposes.
We have sufficient personal data to properly fulfil those purposes.

We periodically review the data we hold, a

X X X

We should identify the minimum amount of personal data we need to fulfil our
purpose. We should hold that much information, but no more.

The accountability principle means that you need to be able to demonstrate that you have
appropriate processes to ensure that you only collect and hold the personal data you need.

Also bear in mind that the GDPR says individuals have the right to complete any incomplete
data which is inadequate for your purpose, under the right to rectification. They also have
right to get you to delete any data that is not necessary for your purpose, under the right to
erasure (right to be forgotten).

We Jcrain our em |0 ees and improve our inJLerna| rocesses.
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Data Security

Cyber security is a transversal activity whose implementation ensures that data can be

shared and used with a suitable and guaranteed level of protection of related information

and assets:

1 Confidentiality: ensures that information is kept confidential and not disclosed to
inappropriate persons or entities,

1 Integrity: safeguards the accuracy and completeness of information and processing
methods,

1 Availability: ensures that authorized users have always access to information,
applications and services when needed,

1 Traceability: refers to the capability to keep relevant tracks and, when required, proofs
of what was done on our systems. Traceability also covers legal objectives such as non-
repudiation or accountability.

Personal Information assets include:

Paperdocuments (texts, mi
Digital information in office environment,

Digital information in mobile environment,
Professional know-how and skills (owned by
individuals or orally shared),

1 Physical items (such as samples, strains,
model sé&) .

[DSUGOOGEN] Management of the Cyber Security Directive

E

Pseudonymization means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately and is
subject to technical and organizational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person.

Anonymization is the process by which Personal Data is irreversibly altered in such a way
that a Data Subject can no longer be identified directly or indirectly, either by the data
controller @ alone or in collaboration with any other party.

Encryption is the method by which plaintext or any other type of data is converted from a
readable form to an encoded version that can only be decoded by another entity if they have
access to a decryption key. Encryption is one of the most important methods for providing
data security, especially for end-to-end protection of data transmitted across networks.

(1): See definition on page 38.
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We consider Jchajc:

In order to maintain security and to prevent processing in infringement of data protection
laws & regulations, Roquette and our subcontractors should evaluate the risks inherent in
the processing and implement measures to mitigate those risks, such as encryption or
pseudonymization.

Qur responsibilijcies:

We need to implement security measures when we are handling any type of personal data,
but what we put in place depends on our particular circumstances. We need to ensure the
confidentiality, integrity and availability of the systems and services we use to process
personal data.

Amongst other things, this may include information security policies, access controls,
security monitoring, and recovery plans.

Appropriate security measures must be taken throughout the personal data life cycle and by all stakeholders.

RUI es Reference | Reference

OneDoc | GDPR

1 Applying and reviewing the security measures defined in | DIDPGROOZEN |, 5
the security policy and directives Rule 1 '

1 Integration of information security and data protection DIDPGROOZEN | 1+ 39
review into projects. Rule 2 '

1 Security, Privacy & Data protection by design and by DIDPEROOZEN | 1 4 9
default Rule 3 '

T Integration of information security and data protection DIDPGROOYEN' | 1 4 2
clauses with subcontractors Rule '

We Jcrain our emp|o¥ees and improve our inJLerna| PT‘OCGSSCS.
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Personal Information

Classification

The processing of sensitive personal data and some special
categories of personal data is prohibited except in specifics cases.

These processing require protective measures in terms of:

Marking, Access, Transmission, Transport, Copy and printing,
Storage and archiving, Destruction.

7

Classification indicates the protection adapted to the sensitivity of the information or the

document.

The decision to classify any information or a document is mandatory and must take place

at the earliest stage.

al data

Common
personal data

"o AM

[DISUGROOIEN] DIFGC{ZIVE on Imcormajcion PI"OJCGC{ZIOH

Personal data categories

Civil status, identity, identification data

Personal life (living habits, marital status, etc. —excluding sensitive or dangerous data)

Professional life (résumé, education and professional training, awards, ete.)

Economic and financial information (income, financial situation, tax situation, etc.)

Connection data (TP addresses, event logs, etc.)

Location data (travels, GPS data, GSM data, etc.)

Personal data
perceived as
sensitive

Social security number

Biometric data

Bank data

Sensitive
personal data in
the meaning of

DP-Act

Philosophical, political, religious and trade-union views, sex life, health data, racial or
ethnic origin, data concerning health or sex life

Offenses, convictions, security measures

3



OUI‘ responsil)ilijcies:

Rules Relcerence Relcerence
OneDoc | GDPR
1 Respect the legal framework for the processing of DIDPGROCHEN | 1 o
sensitive data Rule 1 '
T Prohibit the processing of data on criminal convictions DIDPGROOKEN
Art10
and offenses Rule 2
f Limit access to health data only to authorized DIDPEROCKEN | 1 4
professionals Rule 3 '
1 Prohibit the use of the national identification number as a | DIDPGROCEN |, o7
unique identifier Rule Y '
DIDPGROCHEN
Restrict access to and use of banking data Rk 5 Art9
1 Restrict access to sensitive data to authorized persons EIPPEROOLIEN 049
only ule '
1 Conduct impact assessments on the privacy of data DIDPGROCHEN | 4 5c
subjects involved in sensitive data processing Rule 7 '
f Limit use of comment field to general information EEJE%PEROOLIEN Best practie

SOITIC Pf‘ acjcica| {',iPS...

Examples of protective measures to be taken for every category of classified information
assets (paper, digital, know how, physical).

= A

N
-
-
-
i~

’ kegory V
o Emals belonging b }h‘::r:ﬁ be sent i

4
L..Roqueﬁe restricte c{holﬂ{%e ;

Restrict access 4y
sensitive data b
aufhcnzedpermns

only

{0 3rd .Par{'\es S

nof the D s owner

.au{\'\or‘za{‘o

‘Roquei‘ie Secrei‘,' musi
appear on each age 0](
Limit the moltiphationcf file extraction ppear on each pag

a document CDﬂla\ﬂiﬂq

I |
sensitive dala.
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Data Retention

The growing need to dematerialize operations and information exchange between the
Group, our customers and business partners, as well as legal and regulatory requirements,
have subjected Roquette to a number of obligations in terms of the length of the data
retention period and records management policies.

Based on our activities, Roquette acquires and
processes a large amount of sensitive data related to
our strategy, financial results, commercial development
or commitments, as well as personal data related to
our clients, business partners and staff members.

Information sent or received by Roquette in connection
with our activities must be kept for a minimum retention
period, even though nothing prevents the company from
keeping them in the archives for longer periods, except
in the event that they contain personal information.

This time limit, during which the administrative and competent authorities can conduct post-
inspections, varies based on the nature of the information to keep and the relevant legal
requirements.

Infinite or indeterminate storage times are prohibited.

GDPR Art. 5 1. E) Personal data shall be kept in a form which permits identification of
‘ M A data subjects for no longer than is necessary for the purposes for
storage I|ml{’atlon which the personal data are processed.

Personal data may be stored for longer periods insofar as the
personal data will be processed solely for archiving purposes in the
public interest, scientific or historical research purposes or
statistical purposes subject to implementation of the appropriate
technical and organizational measures required in order to
safeguard the rights and freedoms of the data subject.

3



OUI‘ responsil)ilijcies:

1 Roquette as data controller must define specific and adequate storage times for each
category of personal data collected and processed.

i1 Prior to the implementation of personal data processing, the project owner with the
assistance of a Data Protection coordinator must specify in our register, the duration of
data retention.

1 We must keep personal data only for the time needed for processing and follow the
applicable laws.

Relcerence Relcerence
Rules OneDoc | GOPR

. . . . DIDPGROOZEN
i Limit data retention to what is strictly necessary

v ’ 0t 510)

In this respect, the Global Functions, GBUs and areas are committed to complying with the
Company Information Retention rules and maintaining the associated procedures in
operational condition.

Example:

At the end of a recruitment process, we must delete information on unsuccessful candidates,
unless they agree to remain in our "pool" for a limited period (2 years).

We Jcrain our em |0 ees and improve our inJLerna| rocesses.
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Qualification of processor
and controller

Controller means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of
personal data.

Joint Controller means two or more controllers who jointly determine the purposes and
means of processing. However, regardless of those arrangements, each controller remains
responsible for complying with all the obligations of controllers under the GDPR.

Processor means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller.

Wl’)O IS a processor in JC"]G meaning Olc H’]G
GQHGF&' DaJLa PI‘OJLGCJUOH Regu|ajuon?

(Article Y of the GDPR — Definrtions).

A very wide variety of service providers have
the capacity of processor in the legal sense of
the term. Processors' activities can concern a very
specific task (sub-contracting of mail delivery) or
be more general and wide-ranging (management
of the whole of a service on behalf of another
organization, such as managing the pay of
employees for example).

CONTROLLER
OR
PROCESSOR?

The following are particularly concerned by the GDPR:

1 IT service providers (hosting, maintenance, etc.), software integrators, cybersecurity
companies or IT consulting companies (formerly known as IT engineering service
companies) that have access to data,

1 marketing or communication agencies which process personal data on behalf of
clients, and

1 more generally, any organization providing a service which entails personal data
processing on behalf of another organization,

i a public authority or association may also be considered as such.

Insofar as they do not have access to or process personal data, software publishers and
manufacturers of equipment (such as clocking terminals, biometric equipment or medical
equipment) are not concerned.
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Example of qua|ification of processor and conjcro"er:

Company A provides a marketing letter delivery service using the client data files of companies B
and C.

Company A is a processor for companies B and C insofar as it processes the necessary client
data for sending the letters on behalf of and on instructions from companies B and C.

Companies B and C are their clientsd manage
of marketing letters.

Company A is also the controller regarding the management of staff it employs, and the
management of its clients which include companies B and C.

Of ficial text

T Article 4 of the GDPR for the definitions of controller and processor
T Orticle 2810 of the GDPR on the notion of controller

We Jcrain our emp|o¥ees and improve our inJLerna| PT‘OCGSSCS.
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Data protection clauses

When iS a conj(.racjc needed and Why
is it important?

Whenever, as a controller, we use a
processor to process personal data on our
behalf, a written contract needs to be in
place between the parties.

The contract is important so that both
parties understand our responsibilities and
liabilities.

Contracts with specifics data protection clauses and/or data protection agreement
between Roquette, as controller, and its processors ensure we both understand our
obligations, responsibilities and liabilities. Contracts also help us comply with the GDPR,
and assist us in demonstrating to individuals and regulators our compliance as required
by the accountability principle.

Whajc responsil)ihjcies and |ia|)i|ijcies dO we have as conjcro"er when using a

PFOCCSSOF?

We must only use processors that can give sufficient guarantees they will implement
appropriate technical and organizational measures to ensure their processing will meet
GDPR requirements and protect data subjectsd

As Controller, we are primarily responsible for overall compliance with the GDPR and others

data privacy laws inforce, and for demonstrating thatwecompl
may be liable to pay damages in legal proceedings or be subject to fines or other penalties

or corrective measures.

What is new under the GDPR?

The GDPR makes written contracts between controllers and processors a requirement,
rather than just a way of demonstrating compliance with data protection principle
(appropriate security measures) under Data Protection laws in force.

These contracts must now include specific minimum terms. These terms are designed to
ensure that processing carried out by a processor meets all the GDPR requirements, not
just those related to keeping personal data secure.
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Rule Eeference Reference
neDoc | GDPR
T Integration of information security and data protection DIDPGROO7EN
clauses with subcontractors. Rule ! frt. 32
f Contractors security DSUGO16EN

Whajc needs J(,O |)e iﬂC'UdEd in Jche conjcracjc?

Contracts must set out:

X the subject matter and duration of the processing;

X the nature and purpose of the processing;

X the type of personal data and categories of data subject; and

Xx the controllerdés obligations and rights.
Contracts must also include specific terms or clauses regarding:

X processing only on the controllerdéds docume
X the duty of confidence;

X appropriate security measures;

X using sub-processors;

x data subjectsd rights;

X assisting the controller;

X end-of-contract provisions; and

X

audits and inspections.

We Jcrain our emp|o¥ees and improve our inferna| Pr ocesses.

Guide on Data Protection for subcontracts compliant with the GDPR.
Data Processing Agreement template available in our Privacy Management
System: OneTrust@Roquette> Vendor Risk Management module.

\
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https://www.cnil.fr/sites/cnil/files/atoms/files/gdpr_guide-for-processors_en.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/gdpr_guide-for-processors_en.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/gdpr_guide-for-processors_en.pdf
https://www.cnil.fr/sites/cnil/files/atoms/files/gdpr_guide-for-processors_en.pdf

Data transfer agreement

A Data Transfer is any communication, copy or transit of personal data (such as hosting
servers, sending attachments by e-mail, remote access tools, screen sharing, etc.) intended
for processing in other countries that do not have the same applicable personal data
protection laws.

We are more connected than ever. For Roquette
operating on a global scale, the international transfer
of data is an essential element of daily business
operations. Roquette, for example, store employee
personal data in a cloud service hosted abroad and
share employee & customer personal data between
its subsidiaries established around the world.

How will the GDPR and others data protection laws in
force affect such international data transfers?

Qur responsibilijcies:

Any transfer of personal data which are undergoing processing or are intended for
processing after transfer to a third country or to an international organization shall take place
only if:

1 The local law permits it and/or the supervisory authority has decided that the third
country, a territory or one or more specified sectors within that third country, or the
international organization in question ensures an adequate level of protection or has
given its authorization, and/or

1 A legal measure is taken (e.g.: Binding Corporate Rules or standard contractual
clauses for the transfer of personal data to processors established in third countries
under Directive 95/46/EC of the European Parliament and of the Councll, etc.).

RUIe Reference | Reference
OneDoc GDPR
1 Take measures to transfer personal data to third countries | DIDPGROOZEN 0L Ly 50

or international organizations Rule o

In any case, please contact the DPO first.

i



]n W/?IC/7 COUﬂll,l”y can ] fransfer Persona/ dafa anc/ unc/er W/7/C/7 COHd/fI'OHS?

To get an overview, consult this map:

https://www.cnil.fr/en/data-protection-around-the-world.

This map allows you to see the level of data protection in each country.

Adequate country
& Partially adequate country
. J Authority and law(s)

Data protection law(s)
Mo specific law

We Jcrain our emp|o¥ees and improve our inferna| Pr ocesses.

i Data Transfer Agreement section including in our Data Processing Agreement
template.

9 FAOs in order to address some issues raised by the entry into force of the EU
Commission Decision on standard contractual clauses for the transfer of personal
data to processors established in third countries.

\
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Data Protection Officer

The Gr OUP appoin{ed a Da’ca Pro’cec’cion Officer .

Data Protection Officer or DPO assists us to monitor
internal compliance, informs and advises on our data
protection obligations, provides advice regarding Data
Protection Impact Assessments (DPIAs) and acts as a
contact point for data subjects and the supervisory
authority.

The DPO must be independent, an expert in data
protection, adequately resourced, and reports to the
highest management level.

DPO can help us demonstrate compliance and is part of the enhanced focus on
accountability.

Reference | Referenc
Tasks of the DP( e [efrns

OneDoc

1 Our DPO is tasked with monitoring compliance with the
GDPR and other data protection laws, our data protection
policies, awareness-raising, training, and audits.

1T We will take account of our
information they provide on our data protection obligations.

1 When carrying out a DPIA, we seek the advice of our DPO
who also monitors the process.

1 Our DPO acts as a contact point for the Supervisory
Authorities.

MADPGROOIEN
Persona| Dafa ProJLecJtion Manua|
GDPR
Article 39
Tasks of Hwe dafa Projtecjtion of ficer

1 When performing their tasks, our DPO has due regard to
the risk associated with processing operations, and takes
into account the nature, scope, context and purposes of
processing.

The Group DPO was designajced Jco Jche CNIl_ I)y “\e CEO for £a|<ing function on 25 May 2018, Jche
date of applcation of the GDPR.

lio



Necessibility of the DP(:

i Our Data Protection Officer, Jennifer Godin, is easily accessible as a point of contact
for our employees, individuals and the Supervisory Authority.

1 We have published the contact details of the DPO and communicated them to the
Supervisory Authorities.

X https://www.Roquette.com/data-protection

Your point of contact

Our Group Data Protection Officer is a single point of contact for our employees,
individuals and the Supervisory Authorities concerning all privacy and data
protection topics.

Jennifer Godin, Group Data Protection Officer
Roquette Freres, Legal & Compliance

Rue de la Haute Loge, 62136 Lestrem France

Email to DPO@roquette.com

Contact the DP0 in case of:

Personal Data Processlng

X
X Data Subjects Requests
X
X

N ))
/\
.9
P o d

S
\‘,
Persona| Data Breach A

S.

Need for ﬂdvlce or ﬂss!stance

We Jcrain our em |0 ees and improve our inJLerna| rocesse
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https://www.roquette.com/data-protection

Data Protection Network

Relays into departments and Local DPOs or

Coordinators are a network that enables the
Group Data Protection Officer, respectively, to
implement the Personal Data Protection rules
in each business unit and support department,
and to comply with the requirements of
relevant laws and regulations data protection

in the countries where the Group operates.

The Local DPOs/Coordinators shall have at least the following tasks:

T

To inform and advise locally about the obligations pursuant to Roquetted $ersonal Data
Protection Policy defined by the Roquette6 s G IDBQugnd the requirements of their local
applicable laws concerning data protection;

To monitor compliance with local legislation, with others legislations and applicable regulations
concerning data protection, where required, with the assistance of the Roquetteé &roup DPO,
and with the policies related to the protection of personal data;

To provide advice locally where requested with regards the data protection impact assessment
and monitor its performance;

To cooperate with the local supervisory authority;

To act as the contact point for the Roquette6 s @ IDBQuon issues relating to processing,
and to consult the Roquetted s G DRQy where appropriate, with regard to any other matter;

To report his or her activities to the Roquetted s G DBQutp contribute to the Group Data
Protection Management System.
REE

We train our emplo;gees and improve _our internal processes. oo e

ok e
Our annual PDP Seminar is the meeting place for our r 0?;25;,
network of data protection and privacy contributors. W,'

PRIVACY & DATA PROTECTION
SEMINAR
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'EJI’ any PI’D CESSIﬂg

& Stakeholders

Wl’\O are Jche new p|ayers?

SUPEFUISDFY

ﬂulhnrily
S

Dala Protection Office
(DPO)

Daia subjed Sub-contractor

Da{a Cnn{rn"er

Imco Fms and adv ises

De{ermines 1|;|ﬂe

Mu‘:ﬂ: be |mf0rmed ]n tharge mf

PI'O cesses PE rso na|

data on behalf

'H‘IE da’l':a COI'Tl!',I’O”EI’.

Cortact for the SA. |

CDmP|IanCE Wr[,h Da’l;a PurPoses and means

D'F da’l':a PI’D CESSiﬂg

PI’O'EECLIO n |aws

CI'F d da’l';a E{)I"I'I!',I’{IIHEI’

D'F 1] da’l;a

Whajc are H’\e I"d&tiOﬂSI’\iPS I)ejcween H’\CSC sjcal(eholders?

S

Data subject

- Right of access
- Data collection - Right of data portability

- Rightto be forgotten

- Breach notification
- Co responsibility

QDP ..g A\ - Documentation
@ @ 2 ﬂ

- Data transfers \ 'ROQUETTE - Inspection

SUPEFVIS ury

ﬂu{hnri{y

>,
[

Sub-contractor

- Cybersecurity - Personal data
- Access rights processing

T
External IT,
Internal IT
Cloud

SA: Supervisory Authority i See page 50
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Supervisory authorities

Around the world many countries have a data / o0 .',..'_’f
protection law and an independent 205

Data Protection fluthority (DPA).

These authorities are the independent national
regulator for privacy and freedom of information.
They promote and uphold the rights of data
subjects to access organizations-held
information and have their personal information
protected.

Whajc IS Jche ro|e Of a SUPef‘ViSOFY aujchorijcy in H\e COH{ZGXJL 01( Jche GDPR7

Each Member State shall provide for one or more independent public authorities to be
responsible for monitoring the application of personal data and privacy laws, in order to
protect the fundamental rights and freedoms of data subjects in the scope of personal data
processing and to facilitate the free flow of such personal data within the EU.

In the context of the GDPR all EU Member States have a data protection authority, in general
serving as the main point of contact of stakeholders within that Member State.

In order to make sure that the GDPR is applied in a consistent way across the EU each
supervisory authority has to work together with the others and with the European
Commission.

Each supervisory authority on its territory must promote public awareness and
understanding of the risks, rules, safeguards and rights in relation to personal data
processing.

They are also the place to go to in case of a violation of data protection legislation and for
advice and specific questions and/or assistance from the perspective of organizations.

In brief, the responsibilities of Supervisory Authorities (SA) are to:

Ensure the application of the rules including through fines,

Clarify the application of the rules, if need be, e.g. through guidelines,
Promote a culture of dialogue with all stakeholders, including businesses,
Cooperate together.

= =4 =4 =9

CNIL:Commi ssi on Nationale de | -GlemchDPAmati que et des Libert®s

o0



Lead Authority

i The supervisory authority for the main establishment of the controller or processor
should act as lead authority. It should cooperate with the other authorities concerned.

1 Identifying a lead supervisory authority is only relevant where a controller or processor
is carrying out the cross-border processing of personal data.

HOW J(,O idenjcify Jthe ‘|ead SUPGFViSOf‘y authority'?

Identifythemainc ont r ol | er 6 slagminatatoninthe Ebent r a
The supervisory authority of the country where the place of central administration is located
is the controityl er 6s | ead auth

TheCNILs Roquett€ dead Supervisory Authority

HOW dOGS Jche GDPR sancjcion mechanism WOFl( in pracjcice?

¢/ Suspicion that a company in an
{ EU country does not respect

.-5:‘ Data Protection ﬂulhnrlﬂ

/. in that count ﬁ:
anI:tys:s ?t?tl; nl:gse '

2 ‘. he Data Protection Aluthorit

fl concludes that the company
. BREACHESthe rules

The Data Protection ﬂu{hor%

concludes that the company

§ TheDPladoptsa
Z decision but does not
% imposeafine

The DPﬂ adopts a
decision and
imposes a fine

o T

¢ Depending on infringement,
7 fine up to 4% of company’'s

% worldwide annual turnover

e

e.g banon processing of data ﬁ
(temporary of deﬁnitive)




Governance

fifhe data protection organization is mainly
structured around the Data Protection Officer,
its coordinators per site and per function, the
Chief Executive Officer as Data Controller, the
Heads of Global Functions as responsible of
the implementation of processing of personal

data and the subcontractors as Processor.o
[MDPGOOIEN]

We adopt a process approach for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving Roquette's Personal Data Protection Management

System (DPMS).

The process and approach for personal data protection management defined in this
governance encourages its users to emphasize the importance of:

1) understanding Roquette6 s data protection

directives and procedures for data protection;

reqguirements

2) implementing and operating controls to manage Roquette's data protection risks in the

context of Roquetted s over al |l busi
3) monitoring and reviewing the performance and effectiveness of the DPMS; and
4) continual improvement based on objective measurement.

ri sks:;

We adopt the "Plan-Do-Check-Act’ (PDCQ) model, which is applied to structure all Data

Protection Management System (DPMS) processes.

N

(

<

Establish DPMS Implement and
oPeraJLe Jche DPMS

Maintain and Monitor and
Improve JLhe DPMS review JLhe DPMS

\\\\\\\\\\\\\\\\\\\\\\\\‘

'/////l//lIIIII/III,I//IIIII/A



OUF approachz

Our GDPR Compliance Program is focus on:

1

=2 =4 =4 -4 N

= =

Understanding how our organization collects, stores, utilizes and transfers data to ensure
to be compliant,

Creating a culture of compliance within our organization,

Conducting privacy impact assessments,

Preparing for a data breach,

Allocating resources to Privacy Program,

Implementing a Data Protection Management System (Plan 1 Do i Check 1 Act).

To achieve these objectives, we have as part of our Program:

Defined a Data Protection Policy and associated Governance and Documentation,
Managed a GDPR compliance project for the review of processing, the management of
data breaches, the review of contracts, clauses on data protection, data transfer
agreement, etc.,

Implemented a privacy management software compliant with the GDPR.

Comprehensive and Integrated
— Privacy Management Platform

Readiness & PIA & DPIA Data Mapping Website
Accountability Automation Automation Scanning &
Cookie
Compliance

° B O @

Subject Consent Vendor Risk Incident &
Access Management Management Breach
Request Management
Portal

The main features of this management platform are:

= =4 -4 -4 -9

Maintenance of the data processing register (Data Mapping),

Risk management associated with processing (from the PIA, etc.),
Management of requests and rights (access, rectification, opposition, etc.),
Management of incidents and data breaches,

Management of compliance documentation.
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Accountability

Accountability is one of the data protection principles. It makes us responsible for
complying with the GDPR and says that we must be able to demonstrate our compliance.

Wl’)y IS accountabili’cy impor’canf?

Taking responsibility for what we do with
personal data, and demonstrating the steps
wehave taken to prote
only results in better legal compliance, it also
offers us a competitive edge. Accountability is
a real opportunity for us to show, and prove,
howwer espect peopl ebds |
help us to develop and sustainpeop | e 6

Furthermore, if something does go wrong, then being able to show that we actively
considered the risks and put in place measures and safeguards can help us provide
mitigation against any potential enforcement action. On the other hand, if we cannot
show good data protection practices, it may leave us open to fines and reputational
damage.

Whajc dOGS i{'. mean concrejce|y J(.O adhere {’.0 H’\e Princip|e Of accounjcal)ihjcy?

The Personal Data Processing entails a duty of care and the adoption of concrete and
practical measures for its protection. Adhering to the accountability principle means:

1 documenting and communicating as appropriate all privacy-related directives,
procedures and practices( our fA;Pol i cy o)

1 assigning to a specified individual within the organization (who might in turn delegate
to others in the organization as appropriate) the task of implementing the Policy;

1 when transferring Personal Data to third parties, ensuring that the third party recipient
will be bound to provide an equivalent level of Privacy & Data Protection through
contractual or other means such as mandatory internal policies (applicable law can
contain additional requirements regarding international data transfers);

1 providing suitable training for the personnel of the Data Controller who will have access
to Personal Data;

oY



1 setting up efficient internal complaint handling and redress procedures for use by Data
subject;

1 informing Data Subjects about privacy breaches that can lead to substantial damage
to them (unless prohibited, e.g., while working with law enforcement) as well as the
measures taken for resolution;

1 notifying all relevant privacy stakeholders about privacy breaches as required in some
jurisdictions (e.g., the data protection authorities) and depending on the level of risk;

1 allowing an aggrieved Data Subject access to appropriate and effective sanctions
and/or remedies, such as rectification, expungement or restitution if a privacy breach
has occurred; and

1 considering procedures for compensation for situations in which it will be difficult or

impossibletobr i ng the natur al personds privacy st
had occurred.

Checklist.

X We take responsibility for complying with the GDPR, at the highest management
level and throughout our organization.
X We keep evidence of the steps we take to comply with the GDPR.

We put in place appropriate technical and organizational measures, such as:

X adopting and implementing data protection rules;

X taking at édtaitan pbhry desi gn -gutohg approiprate |
data protection measures in place throughout the entire lifecycle of our
processing operations;

X putting written contracts in place with organizations that process personal data
on our behalf;

X maintaining documentation of our processing activities;

X implementing appropriate security measures;

X recording and, where necessary, reporting personal data breaches;

X carrying out data protection impact assessments for uses of personal data
that are likelytor esul t in high risk to indiwv

X appointing a data protection officer; and

X adhering to relevant codes of conduct and signing up to certification schemes

(where possible).

X We review and update our accountability measures at appropriate intervals.

5



Documentation
What iS documentation?

We are required to maintain a record of our
processing activities, covering areas such as
processing purposes, data sharing and retention;
we call this documentation.

Documenting our processing activities is important, not only because it is itself a legal
requirement, but also because it can support good data governance and help us
demonstrate our compliance with other aspects of the GDPR and data protection laws in

force.

Checklist.

Documentation of processing activities i requirements

X

As controller for the personal data we process, we document all the applicable information
under Article 30(1) of the GDPR.

We document our processing activities in writing.

We document our processing activities in a granular way with meaningful links between
the different pieces of information.

We conduct regular reviews of the personal data we process and update our
documentation accordingly.

Documentation of processing activities T best practice

X

We document our processing activities in electronic form so we can add, remove and
amend information easily.

When preparing to document our processing activities we:

X
X

X

do information audits to find out what personal data our organization holds;

use questionnaires via our Digital, Security & Privacy tools and talk to staff across the
organization to get a more complete picture of our processing activities; and

review our policies, directives, procedures, contracts and agreements to address areas
such as data retention, security and sharing.

As part of our record of processing activities we document, or link to documentation, on:

XX X X X X X

information required for privacy notices;

records of consent when required;
controller-processor contracts;

the location of personal data;

Data Protection Impact Assessment reports; and also
records of personal data breaches;

records of data subjects requests.
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Where IS our documenfation on Dajca PFOJ(,GCJUOH?

ONE
Global Function
Data Protection

REE
Privacy & Data Protection

“Data Protection is relevant to and the
responsibility of everyonein our
organization”

l:OI'I{.BI'It

+ Laws and regulations
* Information and awareness
» DBest practises and policies

ONE
Community
Data Protection Network

2 '\_:-.’ '.-J_'. Rl
LIRS R i
L 4 ntry i ‘j\
| 8l
A
IR ARG LGS
Data
Network

“We are all actors in the protection
of personal data”

EOI’I{.GI'I{.

Personal Data Protection Policy
*  Data Protection Management System
*  Local Legislation

Human resources
*  Global Digital
*  Legal & Compliance
*  Intemal Audit & Control

GBU & Commercial
+  |nnovation, R&D

Global Security

Insurance & Risk Management

OneTrust
Privacy Management Software

OneTrust

Privacy Management Software

@ ROQUETTE

“Our Privacy Managementtool dedicated
to Privacy Security & Third Party Risk”

Modules
&Y

Data Mapping PIA & DPIA
Automation Automation

Subject

Access Incident &

Request Breach

Portal Management

\ CULTURE >

X: COMPLIANCE >

 ACCOUNTABILITY

-

of




Privacy Impact Assessment

Privacy Impact Assessment or PIA is a process designed to describe the processing,
assess its necessity and proportionality and help manage the risks to the rights and
freedoms of natural persons resulting from the processing of personal data by assessing
them and determining the measures to address them.

The acronym "PIA" is used interchangeably to refer to Privacy Impact Assessment and
Data Protection Impact Assessment (DPIA).

HOW IS a Plﬂ carried OUJ(,?

The compliance approach implemented by carrying out a A

PIA is based on two pillars: }
1) fundamental rights and principles, whi ch -ar \ ;

negotiabl eo, established b
respected, regardless of the nature, severity and
likelihood of risks;

2y management of data s u,whiec't
determines the appropriate technical and organizational
controls to protect personal data.

Comphance WIH’] {he
Fundamen{a| Righis

and Principles

Managemen{ of the E COMPLIANCE
=

Da’ca SBCUN{y RiSl(S

Eomphance approach Using a PIQ

To summarise, to carry out a PIA it is necessary to:

2 Fundamental

—

1) define and describe the context of the processing of {. Context

personal data under consideration; ‘ principles

2) analyse the controls guaranteeing compliance with the e —— = :
fundamental principles: the proportionality and I——
necessity of processing, and the protection of data . Validation | 3 Risk |
subjects' rights; S ] - IS |

3) assess privacy risks associated with data security and
ensure they are properly treated,;

4) formally document the validation of the PIA in view of
the previous facts to hand or decide to revise the
previous steps.

General approach for carrying out a PIA
o8



This is a continuous improvement process. Therefore, it sometimes requires several
iterations to achieve an acceptable privacy protection system. It also requires a monitoring
of changes over time (in context, controls, risks, etc.), for example, every year, and updates
whenever a significant change occurs.

The approach should be implemented as soon as a new processing of personal data is
designed. Implementing this approach at the outset makes it possible to determine the
necessary and sufficient controls and thus to optimize costs. Conversely, implementing it
after the creation of the system and the implementation of controls may call into question
the choices made.

Qur responsibih’ues;

i Where a type of processing in particular using new technologies, and taking into account
the nature, scope, context and purposes of the processing, is likely to result in a high risk
to the rights and freedoms of natural persons, Roquette as controller, shall, prior to the
processing, carry out an assessment of the impact of the envisaged processing
operations on the protection of personal data.

1 The project owner shall seek the advice of the Data Protection Officer designated when
carrying out a data protection impact assessment.

RU|€S Re]ference Re]ference
OneDoc | GDPR
. L DIDPGROOEN
{1 Carry out a PIA in case of high risk R 1
DIDPGROOSEN
1 Content of a PIA
Rule 2 0t 35
. DIDPGROOIEN | ™
1 Tasks of the DPO concerning PIA R 3
. DIDPGROOEN
I Review of PIA Rule &

We Jcrain our emp|o¥ees and improve our inferna| rocesses.

1 Learning on Security & Privacy Review into Projects & Contracts.
1 Privacy Impact Assessment template launch automatically in our Privacy
Management Software OneTrust@Roquette when required.

TO |(now more: CNIL PIA Methodology, 2018 edition - https://www.cnil.fr/en/home
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https://www.cnil.fr/en/privacy-impact-assessment-pia
https://www.cnil.fr/en/home

Privacy by Design
& by Default

Privacy by Design means building privacy into the design,
operation, and management of a given system, business

process, or design specification.

~ o o £ W

1 Proactive not Reactive "1
Preventative not Remedial |

h

]

Privacy as the default
Prvacy Embedded inko Design ~ J1]
TITY I T IT T T YT .’
Full Functionality

Positive-Sum, not Zero-Sum

I PRSI S E RN MER SRR S SR

dcto ol ooty
Full llfecyde Protection

EITTITITY [ IZSNANINRSS NN B

Vlslblllty and Transpa rency

Keep it open

LT T Y Iy T I ST T YT RTYYTY

ResPeC{ {Or User PrNacy
Keep it User-Centric

I EAIESER NS BN W LR R L

We consider Jchajc:

QIDADEJJI }DS[OJCI

Wha’c IS Dajca P rojcecjcion l)y Design?

Data protection legislation contains basic
principles for safeguarding the privacy of
data subjects.

Data protection by design and by default
helps ensure that the information systems
we use fulfil these data protection
principles, and that the systems safeguard
the rights of data subjects.

Roquette relies on information systems and databases to perform a range of operational
and administrative tasks. A great part of those information systems process personal data,
therefore their full compliance with the regulation is of utmost importance.

Businesses that take data protection issues seriously, build trust.

Thus, strong data protection measures can be a competitive advantage.

Management commitment is crucial for making the decision to apply the principles of data
protection by design in the organizatio n @recurements and software development.

Management must also ensure to provide sufficient resources for this task.

Taking data protection into account throughout the development process is both cost-
effective and more efficient than making changes to an existing piece of software.
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Qur responsibilijcies:

Under the GDPR, data protection by design is, for the first time, became a legal obligation.
This will mean that data protection and privacy must be built in to the design specifications
and architecture of information and communication systems and technologies.

Roquette as data controller must comply with the requirements governing data protection
by design during software development, and when ordering systems, solutions, and
services.

The requirements must accordingly also be included when entering into agreements with
suppliers, and when using consultants (cf. our standards with subcontractors).

eference | Reference
ule Ref Ref
OneDoc GDPR
1 Security, Privacy & Data Protection by design and by DIDPGRO/EN' 1 1 oo
default Rule 3 '

Checklist.

X Review the Data Protection Impact Assessment (DPIA)

X Avoid, limit, or minimize the need to collect and process sensitive personal data

X Limit and minimize the exposure of unnecessary functionality and personal data in
the user interface

Anonymize or pseudonymize personal data wherever possible

All privacy-friendly configurations need to be on by default

Tracking from one website to another should be disabled by default

Withdraw consent via a menu within the software. Keep in mind that collection of
personal data must cease if consent is withdrawn

Settings should be presented in a menu where the data subject must make a
conscious choice to act i-fneedlygettifigs hange o
X Device tracking should be disabled by default

X X X X

x

We Jcrain our employees and improve our inJLerna| PFOCQSSBS.

1 Guideline on our Community fData Protection Networka
1 Methodologies: Security & Compliance review into projects & contracts.
i1 Learning on HR platform.

i



Data Breach notification
N

Personal data breach means a breach of security
leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or
access to, personal data transmitted, stored or DATA BREACH
otherwise processed.

contact the DPO!

A Loss of a client database

A Disclosure of employees performance appraisal

Qur responsibilities:

We have to apply rules to treat any breach of personal data in such a way as to limit its
impact on the data subjects and to prevent this from happening again.

Reference

f Notification of a personal data breach to the Data DIDPGROO EN
Protection Officer.
1 Notification of a personal data breach to the supervisory | DIDPGRO0 EN

authority. Rule
1 Communication of a personal data breach to the data DIDPGROO
subject. Rule 3

We must report a notifiable breach to the Supervisory Authority without undue delay, but
not later than 72 hours after becoming aware of it.

b2


















